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About	  Me	  

§ PhD	  Student	  @	  University	  of	  Paderborn	  

§ Distributed	  Embedded	  Systems	  Group	  

§ Work	  on	  GNU	  Radio	  OOT	  Modules	  

§  	  WiFi,	  ZigBee,	  RDS,	  WeatherSonde	  

DF1BBL	  
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Reverse	  Engineering	  

Reverse	  engineering	  is	  taking	  apart	  an	  object	  to	  
see	   how	   it	   works	   in	   order	   to	   duplicate	   or	  
enhance	   the	   object.	   The	   pracMce,	   taken	   from	  
older	   industries,	   is	   now	   frequently	   used	   on	  
computer	  hardware	  and	  soOware.	  

DefiniMon	  from	  whaMs.com	  
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Reverse	  Engineering	  

§ Frequency	  

§ ModulaMon	  

§ Bitrate	  

§ Encoding	  

§ Frame	  format	  
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FCC	  Database	  

§ Usually	  really	  helpful:	  hRp://fcc.gov/data/	  
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FCC	  Database	  

§ Usually	  really	  helpful:	  hRp://fcc.gov/data/	  

Hella	  KGaA	  Hueck	  &	  Co.	  would	  like	  the	  following	  
documents	  regarding	  this	  submission	  for	  FCC	  ID:	  
NBG010180T	  to	  be	  kept	  confidenMal.	  
	  
Block	  diagrams	  
Technical	  /	  OperaMonal	  descripMon	  
SchemaMcs	  
Bills	  of	  material	  
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Frequency	  

§ Easy	  
(in	  that	  case)	  
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GR-‐Fosphor	  
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GR-‐Fosphor	  

§ VisualizaMon	  only	  

§ Power	  spectrum	  

§ Waterfall	  

§ Uses	  all	  samples	  

§  Low	  duty-‐cycle	  

§ BeauMful	  
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Gqrx	  
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Gqrx	  

§ Developed	  by	  Alexandru	  Csete	  
(OZ9AEC)	  

§ VisualizaMon	  

§ Decoders	  

§ Audio	  recording	  /	  streaming	  
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Audacity	  
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Audacity	  

§ Audio	  tool	  

§ …	  and	  a	  waveform	  explorer	  
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Baudline	  
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Checklist	  

Frequency:	  ~434.4	  MHz	  

ModulaMon:	  On-‐Off	  Keying	  

Encoding:	  Manchester	  

Bit	  rate:	  ~1700	  bit/s	  

Start	  of	  frame	  paRern:	  10101000	  
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Disassemble	  Key	  Fob	  
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Disassemble	  Key	  Fob	  

§ Oscillator	  13.575MHz	  

§ 13.575	  MHz	  /	  8000	  =	  1697	  Hz	  

§ 13.575	  MHz	  *	  32	  =	  	  434.4	  MHz	  
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GNU	  Radio	  
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GNU	  Radio	  

Sample	  
Source	   Magnitude	   Normalize	   Resample	  Sample	  
Source	   Magnitude	   Normalize	   Resample	  
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GNU	  Radio	  

Filter	  Clock	  
Recovery	  

Decode	  SFD	  
Search	  

Parse	   Filter	  Clock	  
Recovery	  

Decode	  SFD	  
Search	  

Parse	  
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GNU	  Radio	  

1100101010101000011011101001111011001100011110101011101001110110	  	  00101010	  	  CLOSE	  
1100101010101000011011101001111011001100011110101011101001110110	  	  00101010	  	  CLOSE	  
1100101010101000011011101001111011001100011110101011101001110110	  	  00101010	  	  CLOSE	  
0011101010010010111111111011100101000001110010000101011010010100	  	  01000110	  	  TRUNK	  
0011101010010010111111111011100101000001110010000101011010010100	  	  01000110	  	  TRUNK	  
0011101010010010111111111011100101000001110010000101011010010100	  	  01000110	  	  TRUNK	  
1011100110101010111010001001111111001000001110011101101001010100	  	  00011100	  	  OPEN	  
1011100110101010111010001001111111001000001110011101101001010100	  	  00011100	  	  OPEN	  
1011100110101010111010001001111111001000001110011101101001010100	  	  00011100	  	  OPEN	  

Rolling	  Code	   Command	  
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Conclusion	  

§ Overview	  of	  tools	  /	  workflow	  

§ Open	  Source	  
hRp://github.com/basMbl/gr-‐keyfob/	  

§ Study	  rolling	  codes	  

Thanks	  to	  Freepik	  @	  www.flaMcon.com	  for	  beauMful	  icons.	  
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